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1.

INTRODUCTION

1.1

This policy refers to Barrhead Housing Association (the parent) and Levern
Property Services (the subsidiary), (hereinafter called the “Group”). This
policy is based on the expectation that Group employees will need to have
strictly controlled access to employees, supplier, tenant, owner and customer
information to ensure that the Association functions effectively and efficiently.

1.2

This policy has been developed to meet statutory requirements as well as
good practice guidance issued by EVH (Employers in Voluntary Housing), and
FAST (The Federation against Software Theft) and recommendations
following an internal IT Audit carried out in 2019..

1.3

This policy is required to provide guidance to all users on the proper use of all
IT Systems and methods of communication so that the balance of both
business benefit and protecting our staff from inappropriate use is achieved.

1.4

Whilst e-mail and Internet access offer business benefits it also has the
potential for misuse. Such misuse could have serious and detrimental effects
both on individual staff members and The Group as a whole. Examples of
abuse are inclusive of but not limited to harassment, the transmission of
racist, pornographic or sexist material, use for any illegal activities or for
personal or commercial gain. This policy applies to all staff members and
users of the Group electronic and digital communication systems.

1.5

It is an essential requirement that all users of these systems consent to all of
the provisions of this policy by signing the consent declaration form (appendix
1) agreeing to comply with all of its terms and conditions and with all
applicable laws and regulations.

1.6

In clarifying how and when personal information may be gathered and used,
this is clearly specified within our Fair Processing Notices; Privacy Policy; Data
Protection Statement which applies to everyone working for or with the
Group. This is further emphasized within the requirements of the General
Data Protection Regulations (25/5/18) which replaced the Data Protection Act
1998.
2.

COMMUNICATIONS SYSTEMS DEFINITIONS

2.1

The Groups IT equipment is defined as any piece of hardware owned by the
Group. Examples of IT equipment are inclusive of but not limited to servers,
PC’s, thin clients, laptops, mobile phones, telephone systems, printers,
photocopiers, fax machines, scanners, digital cameras, camcorders, USB
devices, blue tooth devices, etc.

2.2

IT Systems are defined as any software, hardware or service that is owned or
subscribed to by the Group. Examples of IT systems are inclusive of but not
limited to e-mail, Internet, anti-virus, backup and remote access.

2.3

Personal equipment is defined as any piece of hardware or software system
that interacts with any of the Group’s IT equipment or systems. Examples of
personal equipment are inclusive of but not limited to remote access and
connecting a personal USB memory key to a PC.
3.

3.1

USE OF COMPANY FACILITIES
Whilst the Group does not encourage personal use of the Internet, telephones
and e-mail systems, it is permissible for staff members to use these services
for occasional personal purposes.
The Group does not permit use which requires substantial expenditure of
time, use during agreed working time, use for personal profit or use that
makes excessive demands on Information Technology assets or causes
degradation in network performance. (A summary of permitted uses can be
found at the end of this policy).
No personal emails are considered “private and confidential” and all e-mail
and internet use is subject to monitoring.
The Group provides access to Workplace for the dissemination of important,
social and topical information. Staff will be encouraged to use
Workplace to post relevant workplace content. House Rules have been
developed for the use of this facility – see Appendix 4.

4.
4.1

IT SECURITY
SECURITY STATEMENTS

4.1.1 Each multi-user computer system 'owned' by the Association can be accessed
by all staff members who will have day-to-day responsibility for complying
with IT Security procedures on that system.
4.1.2 The Group have a support contract in place with an external IT Support
Provider who has overall responsibility for co-ordinatingcoordinating IT
Security, in conjunction with the Director of Customer Services.
4.1.3 Each database that the Association maintains will contain specific security
groups, the members of which are responsible for ensuring that the
Association gathers, holds and releases information in compliance with the
appropriate Legislation and Guidelines.
4.1.4 Personal Computers will be the responsibility of each individual user.
4.1.5 The Director of Customer Services, IT Business Officer and external support
contract with relevant provider will identify the actions required to implement
and maintain the IT security measures outlined in this Policy.
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4.1.6 The Association will implement effective mechanisms for regularly reviewing
IT Security.
4.1.7 The Association will monitor security breaches and imminent threats, and
exchange information with external authorities if required.
Any security breaches, including suspicious emails must be reported to a
senior member of staff immediately as these are considered a Notifiable Event
by the Scottish Housing Regulator.
4.1.8 Employees will be made aware of IT Security measures to ensure compliance
with this policy and the appropriate legislative requirements.
4.1.9 Each new employee is required to read the IT & Electronic Communications
acceptance form prior to gaining access to any IT equipment.
4.1.10 Breaches of IT Security by employees may be considered to be a disciplinary
matter.
4.1.11 It is prohibited to interfere with or intercept e-mail transmissions, unless it is
for an authorised reason. This includes the alteration or deletion of messages
or attachments without the author and recipient’s consent.
4.1.12 Backup procedures are in place via our IT Support provider to ensure that all
data held on the Association’s servers is backed up.
on a daily basis, procedures are in place for ensuring the safe custody of
backed up data.
4.1.13 Users are responsible for the security of their own passwords, which protect
against unauthorised access. Regularly changing all passwords is
recommended. Our statement on personal security is reproduced below:
Users should keep personal log-ons and passwords confidential and change
passwords on a regular basis. Failure to adhere to this policy jeopardises
network security and puts users at risk of potential misuse of the system by
other individuals. Network users may be held responsible for all actions taken
using their personal network access permissions.
4.1.14 Staff will take appropriate measures to ensure the safe custody of portable
equipment when in or out with the associations offices – i.e., mobile phones,
laptops, projectors and the like should not be left on show in a vehicle, left
unattended in a public place etc.
4.1.15 Each user will be given specific permissions to access relevant parts of the IT
system. For example, only certain users will have access to the Finance folder
and certain users on the Aareon QL system can perform certain tasks.
Permissions can only be changed after a request and approval to their
manager.

4.1.16 All staff members must exercise the highest degree of care not to disclose
any confidential information, even inadvertently, to any unauthorised persons
in or outside the association. Sometimes even the most innocent acts or
requests can result in disclosure of confidential information. Staff members
should always think before discussing information with a third party. If a staff
member believes confidential information must be disclosed to a third party,
they should consult with their Line Manager. If in doubt, staff should refer to
our Policies on FIO and GDPR or discuss it with either a Departmental Director
or Data Protection Officer for further clarification.
4.1.17 The Association have a process in place to implement appropriate
measures for encryption/password protection to meet the GDPR
requirements, where Article 32 of the GDPR includes encryption as an
example of an appropriate technical measure, depending on the nature and
risks of your processing activities.
4.1.18 The Association utilise Office 365 which accommodates end-to-end
encryption. Where this cannot be accommodated for Contractors a procedure
is in place. Staff are required to ensure data is encrypted/password protected
for any communications with personal sensitive data. See 5.5.4 & 5.5.5
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4.2

VIRUS CONTROL

4.2.1 The deliberate introduction of malicious software to a system is a criminal
offence under the Computer Misuse Act 1990.
4.2.2 No files should be loaded on to any system from floppy disk, USB drive or CD
unless they have first been virus checked by the Director of Customer
Services or IT Business and Support Officer.
4.2.3 Floppy disks/USB drives being used to send files to external users must be
virus checked by the sender before they are sent. This can be done by the IT
Business & Support Officer if/when required.
4.2.4 All servers and PCs have a spam filter and anti-virus software installed to
block any potential viruses. These are maintained and updated regularly via
our external IT Support Provider.
4.2.5 Where a virus is detected this will be reported immediately to the IT Support
Provider and to the Director of Customer Services who will attempt to “clean”
and rebuild the affected systems and update the anti-virus software.
4.2.5
4.2.6 Any detected virus or suspicious emails must be highlighted to your line
manager/Director/or the Chief Executive as a Notifiable event that must be
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5.
5.1

PROTECTION OF DATA
PROTECTION OF HARDWARE FROM THEFT

5.1.1 The Association Server Room is kept locked at all times. Access to the Server
Room is
restricted and access is only granted when required under supervision of a
relevant key holder, being:




Director of Customer Services
Director of Assess Management
IT & Business Support Officer
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5.1.1

Additional keys are held in the safe and accessible by a senior member of
staff.

member of the IT department.
5.1.2 An asset register of computer equipment is maintained by the IT Business &
Support Officer.
5.1.3 No equipment should be removed from any site without access being
provided by one of the above identified key holders. the approval of the
Director of Customer Services - except for portable computers which are the
responsibility of each named individual user. All equipment must be signed
out on the relevant sign-out register..
5.1.4 Hardware in particularly vulnerable areas or containing sensitive data should
make use of physical security measures such as locking office doors or
installing locking devices to secure hardware to desk.
5.2

PROTECTION OF HARDWARE FROM ACCIDENTAL DAMAGE

5.2.1 Care should be exercised when eating or drinking near IT equipment. Eating
and drinking is not permitted in the Server Room.
5.2.2 The location of all hardware (computers, printers, etc.) should comply with
Health and Safety standards including the stability of the desk surface, and
elimination of trailing cables. Advice on this can be obtained from the
Association’s Health and Safety Officers, The Director of Asset Management.
5.2.3 All personal computers and printers should be switched off when not in use
for extended periods, such as overnight or during weekends, except for
essential Server Room equipment. The Association have implemented a
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policy which locks a user’s account where there is a period of inactivity after
15 minutes. – SMT approval prior to implementation
5.2.4 DVDs/CD ROMS etcetc. should be labelled and kept in boxes with sensitive
diskettes stored in locked desks or fireproof safes.
5.2.5 Air vents on computers should not be obstructed.

5.3

PROTECTION OF DATA FROM HARDWARE LOSS

5.3.1 Backups of data and system programmes are carried out every hour, 24 hours
a day by our will be taken on a daily basis at the end of each working day, as
determined by the IT Support Provider. Contract.
5.3.2 Data should not be held locally on PCs or Terminal Servers, as this is not
included in the automatic nightly backup of the network servers. Data should
be saved to files on the servers.
5.3.3 Backup media will be stored securely off-site.
5.3.4 Backup recovery procedures will be tested on a regular basis as determined
by the IT Support Provider as contained within the SLA with a record of all
tests being maintained. Emailed Stratiis for further info
5.4

PROTECTION OF DATA FROM UNAUTHORISED ACCESS

5.4.1 Password controls must be implemented. Passwords should have the
following characteristics:





Be at least 86 characters long
Contain a mix of letters (upper and lower case), numbers and/or
special characters
Be different from the previous passwords used
Be user generated

5.4.2 Password changes will be automatically prompted s should be changed at
least once every 90 days.
5.4.3 System administrator password details are recorded by the IT Business &
Support Officer and kept securely.
5.4.4 Monitors used in public areas should be tilted away from the public's direct
line of sight so that confidential information cannot be viewed.
5.4.5 New floppy disks/USB drives should be used when transferring data to outside
organisations to ensure that no residual data is accessible.

5.4.6 All storage media, including backups, should be clearly marked to avoid
confusion over their contents.
5.4.7 Where appropriate, physical controls should be used to prevent unauthorised
access.
5.5

PROTECTION OF PERSONAL DATA

5.5.1 All Customers, both internal and external, have a right to respect for their
privacy and hence an expectation that information about them will be treated
as confidential.
5.5.2 All Group employees and contractors working for the Association have a duty
of care to protect personal information.
5.5.3 Arrangements (both manual and technology based) for the storage, disposal
and handling of information must protect confidentiality. Care should be taken
to ensure that unintentional breaches of confidence do not occur. This is
recovered with our GDPR Policies.
Formatted: Font: (Default) Tahoma

5.5.4 The Association utilise Office 365 which provides end to end encryption.
Where data is transferred electronically to Contractors a process is in place to
automatically identify where end-to-end encrypted emails cannot be
accommodated.
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5.5.35.5.5
Staff must ensure that documents, which contain personal sensitive
data to agencies/third parties where a mandate exists or a Data Sharing
Agreement is in place, are password protected before being sent via email See Appendix 5.
5.5.45.5.6
Breach of confidentiality is a serious matter that may result in
disciplinary action by the Association or legal action by a tenant or supplier.
5.5.7 All data requests must be forwarded to the Data Protection Officer.
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5.5.5 Champion.
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PROTECTION OF CONNECTION TO OTHER NETWORKS

5.6.1 The Association network will not connect to any other network unless the
Association is able to control access from outside users into the Association
network.
5.6.2 The Association utilises Firewall protection to prevent illegal intrusion via the
internet.

6.

RESPONSIBILITIES

6.1

SENIOR STAFF/IT SUPPORT PROVIDER

6.1.1 Ensuring that all IT systems in use are appropriately assessed for security
compliance via our IT support company and are protected in accordance
with the IT Policy.
6.1.2 Ensuring that the Association’s IT security standards are implemented
effectively and regularly reviewed.
6.1.3 Providing a focus within the Association on all IT security matters.
6.1.4 Receiving and considering reports of IT security incidents, initiating
appropriate action and passing the reports to the Senior Management
Team, and the Scottish Housing Regulator, if required.
6.1.5 Playing a proactive role in establishing and implementing IT security
procedures and employees awareness.
6.1.6 Monitoring the effectiveness of IT security within the Association and
initiating any requested changes to security procedures which become
necessary as a result of the monitoring process.
6.1.7 Ensure that regular backups are taken and stored appropriately off-site.
6.1.8 Ensure that appropriate levels of access are granted to system users.
Permissions can only be changed after authorisation by their manager.
6.1.9 Ensure that all Association employees using the systems are aware of their
IT Security responsibilities.
6.2

IT USERS RESPONSIBILITY

6.2.3 Comply with the Association’s IT Policy.
6.2.2 Notify the IT Support Provider/Director of Customer Services immediately
of IT security breaches which come to their attention.
6.2.4 Notify the IT Support Provider/Data Protection Officer Champion
immediately of any Data Protection breaches that come to their attention.
6.3

GOVERNING BOARD/LPS MEMBERS

6.3.1

All Governing Board members must also adhere to the terms contained
within this Policy and are required to sign an IT consent form prior to

receiving any electronic equipment supplied by the organisation.
6.3.2

7.

Board members must not use social media to criticise or make
inappropriate comments about the organisation, its actions or any
member of the Governing Body, staff or other partners, as specified
within the Group’s Code of Conduct for Board members.

SOFTWARE AND COPYRIGHT

7.1

Staff members are prohibited from downloading or transferring files, which
have not complied with established procedures for virus checks. Whilst the IT
Support Provider does update virus checking software on the network on a
regular basis, new viruses originate very quickly, especially with Internet and
e-mail use and we wish to avoid this. Spreading of viruses is subject to
prosecution under The Computer Misuse Act 1990.

7.2

The greatest risk from viruses lies in downloaded programs and programme
files. Many viruses are contained within e-mails, which tempt the receiver to
open them or forward in a chain letter fashion to colleagues. The virus
contained within these e-mails then corrupts the network drives and could
infect PCs and any data stored on the network. It is therefore extremely
important that information is only downloaded or e-mails opened from trusted
sites. The Association will undertake staff training on a regular basis which
covers the identification of phishing/suspicious emails. (how often).

7.3

The Association are also committed to ensuring existing and new staff
undertake online e-learning security awareness training. This is built into the
induction process for new staff and should be undertaken within the first
month of their contract commencement.
https://www.ncsc.gov.uk/training/top-tips-for-staff-web/story_html5.html

7.43

E-mail must not be used to receive or distribute software, which results in
copyright infringement of third parties.

7.54

No software should be downloaded or installed without the permission of the
System Administrator (the IT Business Support Officer)

7.65

Copying of Software, except for backup, is in violation of copyright law and is
forbidden.

7.76

Photographs, music, video are also covered by copyright law and must not be
stored on the Association’s IT Systems or copied using any of systems or
equipment without consent of the owner.

7.87

No unauthorised staff member should have their Office 365 account or
Facebook Workplace account added to any personal devices. This will only be
permissible on office equipment which has appropriate firewalls/security in
place. Any requests should be sent to the Director of Customer Services for
consideration.

8.

REMOTE ACCESS

8.1

The Group currently does not operate remote access privileges to staff.

8.2

All approvals will be subject to authorisation by the Chief Executive.
9.

E- COMMERCE

9.1

Use of the Internet or e-mail for ordering goods or services for business
reasons is subject to the standard financial and authorisation procedures.
Personal purchases are permitted but should be limited to non-working
time and should not impact adversely on the effective operation of the
servers.

10.

CHANGE MANAGEMENT
The Association have internal and external processes in place to request,
approve, implement and review any operational IT changes within the
organisation. This includes:






Reporting faults via our in-house help desk
Requesting any IT system changes via our in-house help desk
Permissions to add/remove/amend users from our systems
Reporting faults to our IT Support Provider.
Requesting IT changes via our IT Support Provider.

A Data Protection Impact Statement (DPIA) will be undertaken for any
significant changes or major IT project work that is undertaken.
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10.11.

MONITORING

110.1 The Group reserves the right to monitor all IT Systems including telephone
systems.
Examples of monitoring are Internet Usage (content, time accessed, length of
time used), Email Usage, Telephone Usage (location, length and cost of calls),
Printer Usage, etc. Retrospective monitoring may also be undertaken.
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10.2

All information held on all the organisation’s systems is deemed the property
of The Group.

10.3

To comply with legal processes, the Group has a legal obligation to
investigate suspected fraud, transmission, processing or storage of
inappropriate material such as pornographic, sexist or racist material, and any
other criminal activity.

10.4

Authorisation for monitoring IT Systems and telephone use will rest with the
Chief Executive. Delegated authority has been given to the Director of
Customer Services and IT Business and Support Officer to develop, monitor
and report on systems monitoring. The Corporate Services Manager will
have delegated authority to monitor the Telephone System.

10.5

The monitoring of e-mail content, that is the text contained within the
message or attachments, will only be authorised for business messages or
when a breach of this guidance is suspected or has already taken place.

10.6

All business e-mails must contain the following information:

The information contained in this email may be privileged and/or confidential. If you
are not the intended recipient, use of this information (including disclosure, copying
or distribution) may be unlawful, therefore please inform the sender and delete the
message immediately. The views expressed in this email are not necessarily those
held by Barrhead Housing Association Ltd who do not accept liability for any action
taken in reliance on the contents of this message (other than where the company
has a legal or regulatory obligation to do so) or for the consequences of any
computer viruses which may have been transmitted by this email.

10.7

To ensure this happens and for consistency our software has been set up to
automatically attach this statement to all outgoing emails.

10.8

The Group reserves the right to access a staff member’s Inbox in his/her
unexpected or prolonged absence, e.g. during sickness, in order to allow the
Group to continue to undertake the staff member’s normal role.

10.9

All external inbound and outbound emails are filtered by an Anti-Virus and
Spam filter.

11.12.
11.1

FAILURE TO COMPLY WITH THE POLICY

Any user of these systems, whose actions breach the principles of this policy,
or any other Association policy or regulation, may be subject to limitations or
removal of electronic privileges as well as other disciplinary actions. In serious

cases this could be regarded as gross misconduct, which would lead to
dismissal under the agreed disciplinary procedures.
11.2

The fact that personal use of these facilities is in certain circumstances
legitimate does not mean that such use is an automatic benefit or right.

APPENDIX 1
IT & ELECTRONIC COMMUNICATIONS - SUMMARY OF PERMITTED USES
1. WHAT IS PERMITTED
1.1
Use of the software functions delivered to your desktop for the purposes of
your duties
within the organisation.
1.2

Use of the system is also permitted in connection with any studies or further
education you are undertaking with the support and approval of the
organisation.

1.3

The use of Outlook to send and receive private messages is permitted
provided that this is done in your own time or does not involve more than
minimal use of your working time or of Association IT resources. If in doubt
consult the your IT & Business Support Officer Administrator for permission.

1.4

Browsing of the Internet for other than Group business but only in your own
time and should not involve the downloading of material.

1.5

In accordance with staff conditions of service, “the controlled use of official
telephone Lines for private use is allowed within reason. All non-local use
must be advised in advance and paid on receipt of telephone bill”.

2. WHAT IS NOT PERMITTED
2.1

Accessing any part of the system not specifically allocated to your use. This
includes use of any other staff member’s password to gain access of the
system.

2.2

Unauthorised alteration to the system delivered to you or the software
allocated. Each piece of the software on the system has been purchased and
is licensed to Barrhead Housing Association who have a legal duty not to use
it to a greater extent than licences permit.

2.3

Unauthorised uses or copying of software for home use will be interpreted as
theft.

2.4

Sending, knowingly receiving or accessing inappropriate or offensive material
of any kind.
This is particularly relevant to browsing the Internet or sending or receiving Email. Inappropriate material includes material expressing extreme views of a
racist, sexist or libellous or insulting nature or sexual, pornographic or violent
messages images or material of any type.

2.5

Hacking or attempting to access any data, record or parts of the system to
which you do not have authorised access is not permitted, nor is causing
malicious damage to the systems or software. The system is protected from
external intrusion by various software.

2.6

Introducing into the network or on a PC any type of software of any kind not
supplied by the Association. This includes any freeware material from the
Internet, material sent to you by friends or otherwise. The introduction of
such material carries inherent dangers for the security and legality of our
system. However innocent the material may appear to you no matter its
source such introduction to the system is not permitted without authority
from the System Administrator.

2.7

Use of any P2P (peer to peer) software for the purposes of downloading
copyright material.

2.8

Use of any IM (instant messaging) software such as MSN, Yahoo Messenger,
etc.

2.9

Making use of the ADSL connection to listen to the radio or to stream video.

2.10

Inappropriate and unauthorised use of the organisations office wifi/password.

3.

USING THE INTERNET
The internet is a very powerful business tool and should be treated as such.
Staff members are required to adhere to the following when accessing the
internet:

3.1

Use of the Internet by employees that can be deemed to be of an illegal,
offensive or unethical nature is unacceptable and therefore just cause for
taking disciplinary action e.g.
 Violation of copyright, license agreements or other contracts for example
copying and using software for business purposes from a site where there
is a clear limitation for personal use only is prohibited
 Downloading or viewing any information which could be considered illegal
or offensive e.g. pornographic or racist material;
 Successful or unsuccessful attempts to gain unauthorised access to
information resources - commonly known as ‘hacking’;
 Using or knowingly allowing someone else to use any computer, computer
network, computer system, program or software to devise or execute any
artifice or scheme to defraud or to obtain money, property, services, or
other things of value by false pretences, promises or representations;

 Without authorisation destroying, altering, dismantling, disfiguring,
preventing rightful access to or otherwise interfering with the availability
and/or integrity of computer-based information and/or information
resources;
 Without authorisation invading the privacy of individuals or entities that
are creators, authors, users or subjects of the information resources; for
example reading the e-mail of another without permission;
 Transmitting or causing to be transmitted, communications that may be
construed as harassment or disparagement of others; and violating any
UK laws pertaining to the unauthorised use of computing resources or
networks.
3.2

Personal use of the Internet should only be during employees’ free time
and should always take second place to the carrying out of work duties.
It is not acceptable for resources and, in particular, employees time to be
wasted in casual surfing/browsing of the Internet. However, personal use
is permitted provided all guidelines within this document are adhered to,
accesses are minimised and are of a specific nature (as opposed to casual
and aimless browsing), i.e. directed to a specific Web page or a particular
subject matter.

3.3

Employees should not log on to the Internet and remain continuously
connected throughout the day (this would show up as 8 hours of internet
activity in reports).
Employees interested in sport, for example, may be tempted to log on to
the relevant Internet service to receive continuous updates. This practice
unfairly uses up scarce ‘bandwidth’ and will slow down response times for
other legitimate users.

3.4

The Association have put systems and checks in place to prohibit the use
of gaining access to gambling and inappropriate sites. However, for the
avoidance of doubt, staff are prohibited from accessing these sites on
company equipment.

3.5

We respect your right to a private life and that includes joining any social
sites you want. However, information posted on these sites is classed as
public and not private. As a result, you are not allowed to reveal
confidential information relating to us, our customers, partners, suppliers,
board members, employees and so on. You are also not allowed to post
any comments on people and events connected to us, or make any
remarks which could possibly bring us into disrepute. Any actions could
result in disciplinary action, including dismissal. This section is also
covered within your Terms and Conditions of employment.

4 Association employees can order goods or services for personal use, during
employees’ free time.
5 Downloading of Files & Software:
No file should be downloaded from or via the Internet unless doing so is
expressly permitted by the IT Business Support Officer/Director of Customer
Services and it is in connection with the user’s job. Particular attention must be
paid to any specified licensing requirements or other similar conditions.
Employees are not permitted to enter into any agreement on behalf of the
Group.
6 Where permission to download is not explicit to do so could be deemed to be
‘hacking’ or in breach of copyright laws and could expose the Group to legal
proceedings. The downloading of large files (> 5 Mb) should also be avoided. If
you need a large file downloaded, contact the IT Business Support
Officer/Director of Customer Services.

APPENDIX 2

IT & ELECTRONIC COMMUNICATIONS POLICY
CONSENT FORM

By signing this consent form I confirm that:
1. I have read and understood the provisions contained within Barrhead Housing’s IT & Electronic
Communications policy.
2. I understand that, as a user of Barrhead’s systems, failure to comply with the provisions of the
Policy may lead to limitations or removal of electronic privileges as well as other disciplinary
actions.
3. I understand that in serious cases this could be regarded as gross misconduct, which would lead
to dismissal under the agreed disciplinary procedures.
4. I agree to abide by the terms and conditions contained within the Policy and with all applicable
laws and regulations.

Employee Name

Job Title

Signed

Date

Countersigned
System
Administrator

Date

On completion, this form will be retained for personal filing.

APPENDIX 3

IT & ELECTRONIC COMMUNICATIONS

BOARD MEMBER CONSENT FORM
By signing this consent form I confirm that:

1.

I have received the following equipment owned by Barrhead Housing Association.

EQUIPMENT

SERIAL NO

WIFI MAC
ADDRESS

ASSET
REGISTER NO

IPad

2.

I have read and understood the provisions contained within Barrhead Housing
Association’s IT and Electronic communications policy.

3.

I understand that, as a user of Barrhead’s systems, failure to comply with the
provisions of the Policy may lead to limitations or removal of electronic privileges.

4.

I understand that in serious cases this could be regarded as a Code of Conduct breach
and appropriate action will be taken.

5.

I agree to abide by the terms and conditions contained within the Policy and with all
applicable laws and regulations.

Board Member Name:
Signature:
Date:
Countersigned
IT Business Support
Officer:
Countersigned Date:

APPENDIX 4
Workplace Rules
General
All staff are set up on groups as required so no action is necessary. All staff have
permission to post into all groups of which they are members.
When posting, staff should select the most appropriate Group to post into (see
“Groups” below)
The “Priority” group should only be used for information which needs to reach staff
urgently
Remember that all future staff communications will be via Workplace instead of
email.
Staff should therefore visit Workplace at login and throughout the day as
appropriate- particularly if staff have switched off notifications
Staff should check all groups to see what posts have been made since they last
checked
If notifications are set to “on”, staff will be alerted when something has been posted.
If staff set notification to “off”, it is important that they visit Workplace regularly to
check for new content across all groups.
Groups
5 Groups have been set up as follows:
All Barrhead Housing (general work related content including staffing matters, policy
consultation, health and safety)
Social (non-work related content)
Healthy Working Lives
DIY Dunterlie
Priority (urgent notifications to staff)
Other groups will be added as required
Photos and Content
Staff are asked to add a profile photo which is suitable for the purpose.
Staff are encouraged to add appropriate photo’s/GIF’s etc to content being posted,
to try to help content be as interesting as possible
Staff are reminded however that they are responsible for any content which they
post, so anything posted should not breach the Association’s usual
rules/policies/guidance including information governance, code of conduct etc.
Notifications
Staff are free to switch notifications on/off depending on their preferences. Please
speak to Iain MacLean if you need advice on how to do this.
However, notifications should NOT be switched off for the “Priority” group. This is so
that you will be notified each time there is a priority post.
Posts / Comments

Staff are encouraged to use Workplace to post relevant workplace content. This
includes informal content (which should be added to the new “Social” group. “Social”
is for content like cakes/treats, social events etc).
As comments generate notifications, staff should not comment on posts
unnecessarily. For example - if someone is looking for cover for the late night rota
then staff should respond direct to the person who posted via email, rather than
everyone replying via Workplace (and staff then receiving a notification every time a
comment is made).
Staff can “like” posts, but wider discussions should take place out-with Workplace.
There should no longer be any need for staff to use the BHA wide email facility.
Following feedback from staff, documents (e.g. draft policies for consultation) will
not be added to Workplace. Instead, the post will identify the folder location of any
document which is being brought to staff’s attention.
Events
Although Workplace is able to be used for events, this does not currently integrate
with Outlook Calendar so it will still be necessary for Events/Dates to be added to
staff’s calendars out-with Workplace.

APPENDIX 5
EMAILING REPAIRS ORDERS TO CONTRACTORS

Works orders will start being sent to contractors through Task Centre tasks.
Task Centre sends emails with TLS enabled and for contractors who have TLS enabled no further
action is necessary. There are six contractors who do not have TLS enabled on their email systems: A
C Security, Excel, Janex, Newton Security Doors, The Bathroom Surgery.
For these contractors we have set up a field on screen 4 of contractor maintenance to record the
fact that emails are not TLS enabled.

(This field is ref_1_chk in table hpmconrc)
There are five tasks in Task Centre for emailing the works orders to contractors:


Works Orders for Repairs Operative (2)
Works orders raised for LPS – runs every 5 minutes. The works orders are saved as PDF’s
before emailing to the contractor.



Works Orders Turners – EMERGE
Works orders raised for emergency repairs for Turner – runs every 5 minutes. . The works
orders are saved as PDF’s before emailing to the contractor.



Words Orders Turners – Reactive (excl EMERGE)

Works orders raised for non-emergency repairs for Turner – runs every 5 minutes. . The
works orders are saved as PDF’s before emailing to the contractor.


Works Orders Turners – VOIDS
Works orders raised for void repairs for Turner – runs every 5 minutes. . The works orders
are saved as PDF’s before emailing to the contractor.



Works Orders (not Turners or LPS)
Works orders raised for all other contractors. If the contractor has ‘TLS Not Enabled’ then
the works order is emailed as a word document to whoever raised the job on QL. They then
need to re-save the document as a password protected document and then email it to the
contractor. For all other contractors, task centre saves the works order as a PDF and emails
it directly to the contractor.

PASSWORD PROTECTING WORD DOCUMENTS BEFORE SENDING THEM ONTO CONTRACTORS
Task centre will email the works order as an attachment.
Open the email and open the word attachment.
Click on File and then Save As. Click on Browse and navigate to the Desktop

Click on Tools and Select General Option

Enter a password into the Password to open and tick Read-only recommended. The password will
be standard for all Contractors, being: repairs123!$

Click on ok. When prompted re-enter the password repairs123!$ and click on OK

Then click Save and close the document.
Create a new email to the contractor and attach the password protected order.
Each affected contractor has already been notified of the password which is required to open up the
works order.
For any new contractor, they must go through our GDPR Processors Addendum and Contractors
Code of Conduct first.
Information will be sought at this point to clarify their ability to receive TSL end to end encrypted
emails. This information must be passed back to the IT & Business Support Officer. If they are not
TSL enabled – they will ensure necessary tick-boxes are enabled and send an email to the Contractor
advising them of our standard password to allow them to open up encrypted works orders.

APPENDIX 6
DOCUMENT ENCRYPTION FOR SENDING PERSONAL SENSITIVE DATA
Open the email and open the word attachment.
Click on File and then Save As. Click on Browse and navigate to the Desktop

Click on Tools and Select General Option

Enter a password into the Password to open and tick Read-only recommended. The password will
be standard for all Contractors, being: repairs123!$

Click on ok. When prompted re-enter the password repairs123!$ and click on OK

Then click Save and close the document.

